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What is Probability

Risk = Impact x Probability

Residual-risk = Impact x Residual-probability

After controls are deployed

Enterprise residual-risk = Impact x ∑ Residual-probability

This talk

$1,000,000 x 0.5 = $500,000

$1,000,000 x 0.0001 = $100

$1,000,000 x (0.0001+0.0003) = $400

Another way the breach 
can happen, and a control 
has been deployed

How we sell security What business wants to know



What is Probability

4% (annual probability)

0.04

Once in 25-years (1➗ 0.04)

Also express as…
Also express as…

All indicate the 
same probability
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What once in 25-years (4%) really means

25 companies 
each with a 
4% probability
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Over 1-year

What once in 25-years (4%) really means



1 2 3 4 5

1

2

3

4

5

Over 5-year

What once in 25-years (4%) really means
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Over 5-year

What once in 25-years (4%) really means

Vendors that 
can 

expose data

How we view 
third-parties

What really 
matters



How to Develop a Model

Finding the differences between all companies that did 
and did not experience data breach



Types of PII Data Breaches
Incident Description Examples

Malicious 
Outsider

Any attack by someone unknown to the 
company, that exposes PII data

• Phishing attack
• Entry through an unpatched vulnerability in DMZ
• Malware

Malicious 
Insider

Any PII theft by someone known to the 
company, including employees, ex-employees 
and vendors

• Unauthorized data access
• PII theft by employee exiting company
• PII theft from a call center

Accident Any kind of accident within the company, or by 
company vendors, that exposes PII data

• Email/mail PII data to wrong person or company
• Placing SSN on an envelope
• Deploy new software that allows unauthorized 

access
• Failing to erase the disk of a discarded computer

Lost or 
Stolen

Any kind of lost or stolen device that exposes 
PII data

• Laptop or thumb drive stolen from a car, house or 
offices

• Magnetic tape that is lost in transit
• Computer or backup drive lost track of in an office 

move
• A misplaced thumb drive with PII data



All Companies 
that DO have 

breaches

All Companies 
that do NOT

have breaches

Regression 
Modeling

Millions of 
companies

Thousands of 
companies

How to predict data breach
Model all breach and all no-breach companies

Same predictive 
factors measured 
for both groups

Problems to solve: 
2. how many companies?

Problems to solve: 
1. what can we measure?



How we solved problem 2
How many data breaches are there?



Sources of Data Breaches

Companies with 
headquarters Across 
all 50 states



Maryland Data Breaches can be Accurately Predicted



Total US Data Breaches can now be Accurately Predicted

Set distance 
to zero

Forecast total 
breaches for 
state

Total breaches: 2957
Reported to Maryland: 771



Poll 1
If Russia required reporting of PII data 
breaches, would you expect:

A. A similar number of data breaches 
as California, because Russia 
develops a lot of high technology

B. A similar number of data breaches 
as Texas because both Russia and 
Texas have oil economies

C. A similar number of data breaches 
as Texas because Texas GDP is 
$1.6T and Russia GDP was $1.7T



The Answer is C: Russia and Texas have similar GDP

Oil

Agriculture

Technology



The Model

Headcounts can predict data breach



Headcount Description
Effect

Small Breach Large Breach

CISA/IT
Audit (3rd-line)
Certified Information 
Systems Auditor
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Strong but
Saturates

Very strong, does NOT
saturate

CISSP/IT
Technical (2nd-line)
Certified Information 
Systems Security 
Professional

Strong but
Saturates

Very strong, does NOT
saturate

MCSA/IT
Vendor (1st-line)
Microsoft Certified 
Solutions Associate

Modest and 
saturates 

Employees Total employees
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cr
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se
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y 
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Moderate Moderate

Predictors

People side of cybersecurity

Technical side of cybersecurity

Vendor side of cybersecurity
(consider also AWS, CISCO, etc.)



Headcount Description
Effect

Small Breach Large Breach
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Systems Auditor

D
ec

re
as

e
Pr

ob
ab

ilit
y

(d
ec

re
as

ed
 ri

sk
)

Strong but
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Very strong, does NOT
saturate

CISSP/IT
Technical (2nd-line)
Certified Information 
Systems Security 
Professional

Strong but
Saturates

Very strong, does NOT
saturate

MCSA/IT
Vendor (1st-line)
Microsoft Certified 
Solutions Associate
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Headcount Description
Effect

Small Breach Large Breach

CISA/IT
Audit (3rd-line)
Certified Information 
Systems Auditor
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Strong but,
diminishing return

Very strong, no
diminishing return

CISSP/IT
Technical (2nd-line)
Certified Information 
Systems Security 
Professional

Strong but,
diminishing return

Very strong, no
diminishing return

MCSA/IT
Vendor (1st-line)
Microsoft Certified 
Solutions Associate

Modest and
diminishing return Weak

Employees Total employees

In
cr
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se
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ob
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ilit

y 
(in

cr
ea

se
d 

ris
k)

Moderate Moderate

Predictors

Equal 
Effectiveness



Predictors
Other observations

• RHCE (Red Hat Certified Engineer) a Linux certification increases 
probability for data breach and is also in the model.

• Many other certifications were tried and found to be predictive by 
themselves, but did not increase the accuracy when combined 
with CISSP.

• Counting employees with certifications was better than simply a 
count of people in cybersecurity.



An analogy: predicting family size

Family 
Size

We might find 
cereal is also.

But adding cereal 
with milk does not 
improve accuracy

We might find 
diapers is also a 
good predictor.

Adding diapers 
with milk is more 
accurate

We might find the 
amount of milk is 
a predictor

Perhaps this 
is measuring 
older children

Perhaps this 
is capturing 
children not 
yet drinking 
milk

This is like 
the CISSP

This is like other 
certs – important 
but don’t improve 
accuracy

This is like CISA, 
measuring something 
different from CISSP



An analogy: predicting family size
Best (most accurate) model

Family 
Size

Note: there are lots of other things 
in the cart too! These other things 
are needed for a healthy family.

But all we need to measure is the 
milk and diapers.



An analogy: predicting family size
Best (most accurate) model

Reduced 
Breach 

Probability

Many other things in the cart too! 
Cybersecurity controls, effective 
processes and many other certifications

But all we must measure is CISSP, 
CISA

CISSP

CISA



Certification-Handicapping

Predicting which company is best, without the direct use of the model



Measure

Decrease Probability
(Decrease Risk)

Small Breach Large Breach

CISA/IT Strongly Very Strongly

CISSP/IT Strongly Very Strongly

MCSA/IT Moderate Weak

Take a picture of this with your phone



Measure

Increase Probability
(Increase Risk)

Small Breach Large Breach

Employees Moderate Moderate

RHCE/IT Modest Weak

Take a picture of this with your phone



Headcount Measure

82K Employees

22 RHCE

204 CISSP

181 CISA

90 MCSA

7.5K IT

Headcount Measure

89K Employees

20 RHCE

333 CISSP

275 CISA

95 MCSA

7.5K IT

Headcount Measure

49K Employees

21 RHCE

181 CISSP

157 CISA

74 MCSA

4.5K IT

A

B

C

Poll 2: According to the model, which has the lowest probability for a data breach?
Note: all of these banks are very good!



The answer is: BMO (C)

Headcount Measure

82K Employees

22 RHCE

204 CISSP

181 CISA

90 MCSA

7.5K IT

Headcount Measure

89K Employees

20 RHCE

333 CISSP

275 CISA

95 MCSA

7.5K IT

Headcount Measure

49K Employees

21 RHCE

181 CISSP

157 CISA

74 MCSA

4.5K IT

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 26% 26% 25% 20% 8.2% 3.0% 0.84% 0.075% 0.011%

Years 3.8 3.8 4.0 5.0 12 33 119 1333 9091

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 22% 22% 20% 15% 4.5% 1.4% 0.30% 0.019% 0.0022%

Years 4.5 4.5 5.0 6.7 22 71 333 5263 45455

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 12% 12% 12% 8.3% 2.7% 0.83% 0.19% 0.012% 0.0015%

Years 8.3 8.3 8.3 12 37 120 526 8333 66667

Breach sizes

Annual probabilities

Years between breachesA

B

C



Headcount Measure

82K Employees

22 RHCE

204 CISSP

181 CISA

90 MCSA

7.5K IT

Headcount Measure

89K Employees

20 RHCE

333 CISSP

275 CISA

95 MCSA

7.5K IT

Headcount Measure

49K Employees

21 RHCE

181 CISSP

157 CISA

74 MCSA

4.5K IT

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 26% 26% 25% 20% 8.2% 3.0% 0.84% 0.075% 0.011%

Years 3.8 3.8 4.0 5.0 12 33 119 1333 9091

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 22% 22% 20% 15% 4.5% 1.4% 0.30% 0.019% 0.0022%

Years 4.5 4.5 5.0 6.7 22 71 333 5263 45455

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 12% 12% 12% 8.3% 2.7% 0.83% 0.19% 0.012% 0.0015%

Years 8.3 8.3 8.3 12 37 120 526 8333 66667

Large companies have 
small data breaches 

Smaller companies can more 
easily control small breaches

A

B

C

The answer is: BMO (C)



Headcount Measure

82K Employees

22 RHCE

204 CISSP

181 CISA

90 MCSA

7.5K IT

Headcount Measure

89K Employees

20 RHCE

333 CISSP

275 CISA

95 MCSA

7.5K IT

Headcount Measure

49K Employees

21 RHCE

181 CISSP

157 CISA

74 MCSA

4.5K IT

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 26% 26% 25% 20% 8.2% 3.0% 0.84% 0.075% 0.011%

Years 3.8 3.8 4.0 5.0 12 33 119 1333 9091

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 22% 22% 20% 15% 4.5% 1.4% 0.30% 0.019% 0.0022%

Years 4.5 4.5 5.0 6.7 22 71 333 5263 45455

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 12% 12% 12% 8.3% 2.7% 0.83% 0.19% 0.012% 0.0015%

Years 8.3 8.3 8.3 12 37 120 526 8333 66667

5x lower probability

8x lower probability

Probability for large data breach is very 
sensitive to CISSP and CISA and there is 
no diminishing return.

A

B

C

The answer is: BMO (C)



Poll 3: According to the model, which has the lowest probability for a data breach?

Headcount Measure

50,148 Employees

3 RHCE

17 CISSP

10 CISA

6 MCSA

817 IT

Headcount Measure

34,701 Employees

0 RHCE

6 CISSP

1 CISA

3 MCSA

784 IT

A

B



Headcount Measure

50,148 Employees

3 RHCE

17 CISSP

10 CISA

6 MCSA

817 IT

Headcount Measure

34,701 Employees

0 RHCE

6 CISSP

1 CISA

3 MCSA

784 IT

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 23% 23% 23% 20% 9.3% 3.9% 1.2% 0.13% 0.023%

Years 4 4 4 5 11 26 81 742 4350

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 33% 33% 33% 30% 17% 8.2% 3.1% 0.44% 0.089%

Years 3 3 3 3 6 12 33 229 1127

The answer is: AutoZone (A)
Large companies have small 
data breaches.
There is diminishing return with CISSP & CISAA

B



Headcount Measure

50,148 Employees

3 RHCE

17 CISSP

10 CISA

6 MCSA

817 IT

Headcount Measure

34,701 Employees

0 RHCE

6 CISSP

1 CISA

3 MCSA

784 IT

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 23% 23% 23% 20% 9.3% 3.9% 1.2% 0.13% 0.023%

Years 4 4 4 5 11 26 81 742 4350

1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+

Probability 33% 33% 33% 30% 17% 8.2% 3.1% 0.44% 0.089%

Years 3 3 3 3 6 12 33 229 1127

4x lower probability
The reason it is not more is 
because AutoZone is 1.5x bigger 
and requires a larger CISSP/IT & 
CISA/IT to offset its size.

There can be a large 
difference between 
companies

Probability for large data breach is very 
sensitive to CISSP/IT and CISA/IT and there is 
no diminishing return.

A

B

The answer is: AutoZone (A)



MODEL RISK

The risk from using a model to make business decisions



There are standards



During model development
• Jackknife

• Benchmarking

• lift chart

After development

• Back testing: apply to vendors and compare forecast with data breach 
history

Note: that data breaches are rare events. A forecasting model cannot be test on a single company. 

Two ways to test

A larger bank will have 
a model validation 
team to evaluate this 
before a model can be 
used.

TD Bank has 603 people in 
model validation



Back Testing
Cumulative forecast matches the past

About 20 data breaches in 10 years: 
2 per year

Forecasts 2 per year

Sum

~5
0 

ve
nd

or
s



CISA is the low hanging fruit

Hiring more CISA is the most effective way to reduce data breaches



Headcount Description
Effect

Small Breach Large Breach

CISA/IT
Audit (3rd-line)
Certified Information 
Systems Auditor
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Strong but,
diminishing return

Very strong, no
diminishing return

CISSP/IT
Technical (2nd-line)
Certified Information 
Systems Security 
Professional

Strong but,
diminishing return

Very strong, no
diminishing return

MCSA/IT
Vendor (1st-line)
Microsoft Certified 
Solutions Associate

Modest and
diminishing return Weak

Employees Total employees

In
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(in

cr
ea

se
d 

ris
k)

Moderate Moderate

Predictors

Equal 
Effectiveness

1
Diminishing 
return

2



Ratio of 3rd-line of defense (CISA) to 2nd-line of defense (CISSP)
Analysis of 1,500 companies

Average for banks 
is here

0 2 to 10 4 to 10 6 to 10 8 to 10 1 to 1 12 to 10

~80% of companies have 
fewer CISA than CISSP

~50% of companies, CISA 
are less than half CISSP



Sensitivity Analysis
Increasing CISA-headcount has the biggest effect

Cert Count
CISSP 8
CISA 2
MCSA 2

Anonymous CR Current headcount

Diminishing returns 
reduces value of 
adding more CISSP 
compared with CISA

Biggest 
effect

Anonymous CR



Linkup with me
Tell me how you interpret results from modeling

Send me an email
Tell me how you interpret results from modeling

ThomasL@VivoSecurity.com


