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1. Learn and explore the math behind every organization –
everyone has a measurable exposure curve

2. Governance maturity scales with N
3. How to calculate your organizations and your risk of a 

data breach...you can’t reduce risk you don't know

Learning Objectives
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How to develop a model for probability

Finding the differences between all companies that 
did and did not experience data breach
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We can use regression modelling

All Companies 
that DID have 

breaches

All Companies 
that did NOT

have breaches
Regression 
Modeling

Millions of 
companies

Thousands of 
companies

Same predictive 
factors 
measured for 
both groups

Problems to solve: 
1. how many 
breaches?

Problems to solve: 
2. What factors are 
predictive and 
measurable?
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How we solved problem 1

How many data breaches are there?
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Maryland is a magic source of data

Companies with headquarters 
Across all 50 states
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We discovered we can predict by state
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GDP predicts breaches

Oil

Agriculture

Technology
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Problem 1, SOLVED! 

Data breaches 
are so 
predictable, we 
can predict
them based 
solely upon 
economic activity

Set 
distance to 
zero

Forecast 
total 
breaches for 
state

Total breaches: 2957
Reported to Maryland: 771
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How we solved problem 2

What predictive factors can be measured for all 
companies
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People Input 
Factors Proxy For… Impact Large Breach –

> 1M records (7)
Small Breach -

> 1M records (7)
CISA / IT (1) Size of Internal Audit (3rd-line)

Certified Information Systems Auditor

D
ec

re
as

e
Pr

ob
ab

ilit
y

Very strong, no 
diminishing return

Strong but, 
diminishing return

CISSP / IT (2) Size of InfoSec (2nd-line)
Certified Information Systems Security 
Professional

Very strong, no 
diminishing return

Strong but, 
diminishing return

MCSA / IT (3) Vendor Certifications (1st-line)
Microsoft Certified Solutions Associate

Weak Modest, 
diminishing return

RHCE / IT (4) Use of Linux (1st-line)
Red Hat Certified Engineer

In
cr

ea
se

 
Pr

ob
ab

ilit
y

Moderate Moderate

IT Employees (5) Technical services that require 
protection

Very Strong Very Strong

Employees (6) Attack surface.  Accidents, lost 
devices, malicious insiders & 
employee turnover

Moderate Moderate

7 Factors that predict data breach & size
and can be measured for all companies
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Modelling observations

• Many other certifications were tried and found to be 
predictive by themselves, but did not increase the accuracy 
when combined with CISSP (when collinear or correlated 
remove from model)

• CISA was different from other cybersecurity certifications, 
Internal Audit function is key

• Counting employees with certifications was better than 
simply a count of people in cybersecurity.
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Family 
Size

We might find 
diapers is also a 
good predictor.
Adding diapers is 
more accurate

We might find the 
amount of milk is 
a predictor

Perhaps this 
is measuring 
older children

This is like the CISSP

This is like other certs –
important but don’t 
improve accuracy

An analogy: predicting family size

We might find 
cereal is also.
But adding 
cereal does not 
improve 
accuracy

Perhaps this is 
capturing children 
not yet drinking 
milk

This is like CISA, 
measuring something 
different from CISSP
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Family 
Size

Best Model Analogy: predicting family size
There are lots of other things in the cart 
too! These other things are needed for a 
healthy family.
But all we need to measure is the milk and 
diapers.
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1. Each Company View 
By leveraging the model, the probability of a 
company's data breach is known.  
2. Third Party Data Breach View
By leveraging the model, the probability of 
third-party data breach can be known.  Add the 
up the more the risker!
3. Third Party Data Sharing View
Why are we sharing data with companies that 
have no CISA & CISSP as they have a higher 
probability of a data breach?

What I saw that Dark, Snowy Night…7 Factors
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Governance Maturity Scales with ‘N’

Largest predictor of a Breach 
is the number of Third Parties that have your data
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Polling Question One

How confident are you that your organization maintains a 
complete and accurate inventory of third parties that have 

sensitive data access?

1. Fully confident, comprehensive and validated
2. Largely confident, minor gaps possible
3. Moderately confident, known gaps exist
4. Limited confidence, significant uncertainty
5. No confidence, inventory likely incomplete
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• Biggest risk is number of vendors -
Data Surface & Principle of Least 
Privilege

• There are 69 vendors with 1M+ 
customer records.  This is a major 
exposure! Why is it so high?  
Confirm this is correct and if so, 
action accordingly.

• Village, City, State, Country

Top NA Credit Union - Number of Vendors

Vendor Employees
Company 12 74,241
Company 16 60,043
Company 122 59,484
Company 25 44,096
Company 90 17,221
Company 30 14,284
Company 109 9,336
Company 3 10,665
Company 43 7,512
Company 94 6,057

Top 10 of 69 Vendors &
Their Employee Count
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Customer Insights
• First engagement many 

organizations do not know how 
many vendors data is shared

• Maturity is correlated to size 
and Industry regulation

• Many smaller companies than 
larger 

“You cannot Breach IT if you do not Share IT”

What is included? What is not included?

• CRM Platform
• Banking Platform
• Credit adjudication
• Identity & Access 

management 
• API’s
• HR Platform
• Credit Score Checks
• Share Management

• Data encrypted in 
transit/in use or 
obfuscated

• Office supply 
company

• Paper shredder 
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How to calculate your organizations and your 
risk of a data breach

You cannot reduce risk you do not know
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Likelihood of Data Breach

Customer Insights
• Over 100K companies 

evaluated, normal distribution
• Add them up!  Each vendor has 

a probability of a data breach
• Average is 0.07%
• No bad vendor
• Over 0.17% is a Tail Vendor
• Probability is N * 0.07% 
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Polling Question Two
Would you be comfortable sharing your customer data

with a third party that has no certified cybersecurity 
professionals or clearly inadequate staffing?

1. Yes
2. Probably
3. Unsure
4. Probably not
5. No
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Top 10 NA Credit Union - No CISA or CISSP

Of your 150 vendors, there are 59 
vendors with no CISSP’s, and 68 
vendors with no CISA.  Is the 
Credit Union comfortable with 
this? 
Appear to have no Cyber Security 
or Internal Audit function. 

Village, City, State, Country

Sample 10 of 150 vendors 
with no CISA or CISSP’s

Vendor Employees
Company 1 4,765
Company 2 1,079
Company 6 674
Company 11 526
Company 13 522
Company 14 454
Company 15 451
Company 18 389
Company 20 369
Company 21 341
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How many CISA’s and CISSP’s should a 
Third Party must have to share data?

People Centric Actuarial Tables
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People Input 
Factors Proxy For… Impact Large Breach –

> 1M records (7)
Small Breach -

> 1M records (7)
CISA / IT (1) Size of Internal Audit (3rd-line)

Certified Information Systems Auditor

D
ec

re
as

e
Pr

ob
ab

ilit
y

Very strong, no 
diminishing return

Strong but, 
diminishing return

CISSP / IT (2) Size of InfoSec (2nd-line)
Certified Information Systems Security 
Professional

Very strong, no 
diminishing return

Strong but, 
diminishing return

MCSA / IT (3) Vendor Certifications (1st-line)
Microsoft Certified Solutions Associate

Weak Modest, 
diminishing return

RHCE / IT (4) Use of Linux (1st-line)
Red Hat Certified Engineer

In
cr

ea
se

 
Pr

ob
ab

ilit
y

Moderate Moderate

IT Employees (5) Technical services that require 
protection

Very Strong Very Strong

Employees (6) Attack surface.  Accidents, lost 
devices, malicious insiders & 
employee turnover

Moderate Moderate

7 Factors that predict data breach & size
and can be measured for all companies
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People Centric: Overcoming SOC2 Overload
Average CISA & CISSP as a function of Employees

8 Large Business’ Emp
(6)

CISA
(1)

CISSP
(2)

Car rental 86,885 10 20
Insurance 60,043 36 25
Financial tech. 51,591 78 159
Insurance 57,022 48 23
Auto insurance 44,096 28 52
Equifax 20,720 39 85
Cloud-based HR 10,665 12 7
Financial technology 10,712 16 30
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People Centric: Overcoming SOC2 Overload
Average CISA & CISSP as a function of employees

11 Small Business Emp
(6)

CISA
(1)

CISSP
(2)

Federal Reserve Bank of SF 2,928 31 32
Financial tech services 1,646 1 1
Financial service tech 770 0 1
Mortgage closure tech 723 1 3
Platform technologies 674 0 0
Collection service 526 0 0
Mortgage services platform 522 0 0
Auto buying service 369 0 0
Financial statement services 196 0 0
Payment mgm’t solutions 71 0 0
Law firm 41 0 0
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People Centric Actuarial Table 

For more information, please contact 
Christine.Dewhurst@nsctech.com

mailto:Christine.Dewhurst@nsctech.com
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1. Learn and explore the math behind every organization -
everyone has a measurable exposure curve

2. Governance maturity scales with N
3. How to calculate your organizations and your risk of a 

data breach...you can’t reduce risk you don't know

Learning Objectives
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Want to continue the conversation….

Articles & Papers
• ISACA Article Submitted, The Risk That Nobody Owns: A Human Capacity 

Framework for Governing Aggregate Third-Party Breach Exposure, 2026
• White Paper: Calculating the Probability of a Third-Party Data Breach, 2025
• Assessing the Effectiveness of Third-Party Risk Management using Quantitative 

Models, 2022

https://www.vivosecurity.com/_files/ugd/fc4221_09c4f97c54224e0b895c46b856a8734c.pdf
https://www.vivosecurity.com/_files/ugd/fc4221_60d8979e77744f8f9fd80846d9a68c0e.pdf
https://www.vivosecurity.com/_files/ugd/fc4221_60d8979e77744f8f9fd80846d9a68c0e.pdf
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Thank you!
We value your feedback, please 
complete the session survey and 

share your thoughts with us.


